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Resumo: Covid19 pandemic has stimulated both the discussion on the use of IT related teaching tools and the
exposure of the student population to vulnerabilities linked to cybersecurity literacy. The study presented is
based on the assumption that the use of gamification as an element or tool that promotes learning within digital
environments may be feasible, and more specifically may function as a teaching element on issues related to
cybersecurity for students, especially for higher education students. In order to quantify the openness of students
to such a tool path, quantitative methodology was used, and a survey was carried out in two Polytechnic Institutions
(P1), achieving a sample of 95 students, and seeking perceptions on positive impacts resulting from the creation of
a game scenario for better learning. The statistical analysis conducted tested hypotheses regarding representations
and practices about gamification and cybersecurity. Results show that students, regardless of their higher education
course, clearly understand what Gamification is and its goals, and also that students adopt good cybersecurity
practices according to their higher education course. This last result goes accordingly with the supposition that
gamification can and should be used in cybersecurity literacy.

Palavras-chave: Cybersecurity. Covid19. Gamification learning environments. Higher education.

Abstract: A pandemia de Covid19 estimulou tanto a discussdo sobre a utilizagdo de ferramentas de ensino
relacionadas com as Tl como a exposi¢io da populagdo estudantil a vulnerabilidades ligadas a alfabetizagdo
em matéria de ciberseguranga. O estudo apresentado baseia-se no pressuposto de que o uso da gamifica¢do
como elemento ou ferramenta que promove a aprendizagem em ambientes digitais pode ser vidvel, e mais
especificamente pode funcionar como elemento de ensino sobre questdes relacionadas com a ciberseguran¢a
para estudantes, especialmente para estudantes do ensino superior. A fim de quantificar a abertura dos
estudantes a tal caminho de ferramenta, foi utilizada metodologia quantitativa, e foi realizado um inquérito
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em duas InstituicGes Politécnicas (Pl), obtendo uma amostra de 95 estudantes, e procurando percecbes
sobre os impactos positivos resultantes da criacdo de um cendrio de jogo para uma melhor aprendizagem.
A andlise estatistica realizada testou hipdteses relativas a representa¢bes e prdticas sobre gamificagdo
e ciberseguranca. Os resultados mostram que os estudantes, independentemente do seu curso superior,
compreendem claramente o que é a gamificacdo e os seus objectivos, e também que os estudantes adoptam
boas prdticas de ciberseguranca de acordo com o seu curso superior. Este ultimo resultado vai de acordo com
a suposicdo de que a gamificaglo pode e deve ser utilizada na alfabetizagéo em ciberseguranca.

Keywords: Ambientes de aprendizagem da gamificagdo. Ciberseguranga. Covid19. Ensino superior.

Resumen: La pandemia de Covid19 ha estimulado tanto el debate sobre el uso de herramientas de ensefianza
relacionadas con las Tl como la exposicion de la poblacion estudiantil a las vulnerabilidades relacionadas con la
alfabetizacion en ciberseguridad. El estudio que se presenta parte de la base de que el uso de la gamificacion como
elemento o herramienta que promueve el aprendizaje dentro de los entornos digitales puede ser factible, y mds
concretamente puede funcionar como elemento diddctico sobre temas relacionados con la ciberseguridad para los
estudiantes, especialmente para los de educacion superior. Para cuantificar la apertura de los estudiantes a tal via
de herramienta, se utilizé una metodologia cuantitativa, y se realizé una encuesta en dos Instituciones Politécnicas
(IP), logrando una muestra de 95 estudiantes, y buscando las percepciones sobre los impactos positivos resultantes
de la creacion de un escenario de juego para un mejor aprendizaje. El andlisis estadistico realizado puso a prueba
las hipdtesis relativas a las representaciones y prdcticas sobre la gamificacion y la ciberseguridad. Los resultados
muestran que los estudiantes, independientemente de su curso de educacion superior, entienden claramente lo que
es la gamificacion y sus objetivos, y también que los estudiantes adoptan buenas prdcticas de ciberseguridad segun
su curso de educacion superior. Este tltimo resultado concuerda con la suposicion de que la gamificacion puede y
debe ser utilizada en la alfabetizacion en ciberseguridad.

Palabras clave: Educacion superior. Ciberseguridad. Covid19. Entornos de aprendizaje con gamificacion.

1 INTRODUCAO processes in increasing the efficiency of the
learning ecosystem (LOURENCO et al., 2022;
MORAIS et al., 2022; KINH, 2004; PEARSHOU-
SE, & SHARPLES, 2000).

If we can link the issue of cybersecurity to

that of sustainability by minimizing the costs

The pandemic stress caused by COVID19
required a sudden change in daily work rou-
tines and especially in teaching. The college’s
traditional classrooms had to be quickly con-

verted from ordinary face-to-face sessions
to remote sessions using videoconferencing
software. This sudden change had to be made
within a short period of time. It happened
perhaps without the proper preparation of all
involved in terms of best practices related to
the use of communications software and the
full range of cybersecurity issues that went
along with those practices.

At the same time, and even after pandemic
constraints have been minimised, it is clear
that the remote communication solutions
employed will remain relevant as enablers of
work and classroom efficiency. This new thin-
king in the learning environment could be enri-
ched with the leverage of gamification. Several
relevant state-of-the-art articles have shown
the clear relevance of new technologies and
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associated with cyberthreats (SADIK et al.,
2020), starting from a financial perspective, the
two issues are brought together when cyber-
security is linked to the notion of insecurity or
uncertainty (LEWALLEN, 2021) that characteri-
ze contemporary societies. The promotion of
sustainability in its different meanings should
be integrated in the governance strategy of
the educational, scientific and cultural pro-
jects of higher education institutions, accor-
ding to the Institutional Evaluation Manual of
the Portuguese Higher Education Evaluation
Agency A3ES (2022). In this study, we follow
an approach of engagement of the institutions
involved in the sense of sustainability also in
social terms, as a way of institutional strategy
that contributes to a social general access to
knowledge in the field of cybersecurity literacy



and places the topic on the horizon of the cur-
ricular content offered to students. The purpo-
se of this study is to answer the questions: a)
are students aware of issues such as gamifica-
tion or cybersecurity? b) are students aware
of the potential that lies in replicating gamifi-
cation for cybersecurity literacy purposes?

2 GAMIFICATION: CONCEPTS AND
TECHNOLOGIES

The strategic introduction of a game sce-
nario into a non-game environment, imple-
mented through solutions such as websites,
online communities, learning management
systems, or corporate intranets, aims to in-
crease the motivation of participants and pro-
mote the efficiency of the process (GONZALEZ,
HERNANDEZ-MURNO?Z et al., 2021; Y. LU et al,
2021; ROOSTA et al, 2016; TRINIDAD GARCIA
et al, 2021; VANDUHE, et al, 2020).

Gamification, a concept known since 2010
(DICHEV, DICHEVA, 2017; KRATH SCHUER-
MANN, VON KORFLESCH, 2021), is usually de-
fined as the use of game design elements in
non-game contexts (DETERDING et al, 2011).
Gamification uses the features of digital games
such as narrative, feedback, reward systems,
conflict, cooperation, competition, clear goals,
experience points, levels, progressive disclosu-
re of content, and more. Studies on gamifica-
tion have focused on how these game features
can be used in other contexts not directly re-
lated to games (KHALEEL et al, 2016; SAILER et
al, 2017).

Education is one of the most important con-
texts of gamification research that do not in-
volve games (BOZKURT, DURAK, 2018; SAILER,
HOMNER, 2020; TRINIDAD, RUIZ, CALDERON,
2021). It can be seen as the use of game fea-
tures in learning environments. These learning
environments are often supported by digital
platforms and tools. The purpose of gamified
learning environments is to enhance student
motivation and engagement by changing their
behavior toward learning activities, especially
those that may not otherwise be engaging.
Gamification in education should not be con-
fused with game-based learning and the use

of serious games. Although these approaches
share common elements, gamification does
not use full-fledged games, but only elements
and techniques extracted from games.

Recent literature reviews (MANZANO-
-LEON et al., 2021; TRINIDAD, RUIZ ,CAL-
DERON, 2021) have shown that gamification
has been used in different learning environ-
ments and at different levels of learning. Ga-
mification proved to be a valid learning strate-
gy at different educational levels with positive
effects on students’ academic performance,
engagement, and motivation. A meta-analysis
conducted by Sailer and Homner (2020) also
found that gamified learning can be an effec-
tive approach, but which factors contribute
most to the success of gamification is still un-
clear. The academic community is trying to es-
tablish gamification as a scientific research dis-
cipline, with contributions from other fields of
knowledge such as psychology, education, and
information and communication technologies
(TRINIDAD et al, 2021).

The popularity of gamification has in-
creased in recent years, promoting its use in
a variety of application areas such as health,
business, society, tourism and especially edu-
cation. On the other hand, this gamification
push brought a number of theatrical, empirical,
and technological challenges that need to be
addressed. Regarding the technological chal-
lenges, there is an urgent need for appropriate
software tools and new technological approa-
ches to support and promote new gamification
tools that provide flexibility, adequate gamifi-
cation design support and activity monitoring,
and expand the range of game elements besi-
des the traditional points, badges and leader-
boards. All these topics have one main goal:
faster and more efficient development tools to
support rich immersive teaching environments
(TRINIDAD et al, 2021). Next, new and trendy
technological approaches to the (expected)
technological gamification evolution are pre-
sented.

A gaming solution that could dynamically
adapt to a student’s particular learning curve
would promote more effective gamification
application in a learning scenario. One exam-
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ple is its use as a tool for an Artificial Intelligen-
ce (Al) course (DRASKOVIC, 2019; REYES et al,
2020). A tool that could generate a personali-
zed gamified learning system in an automated
way. A bibliographic source refers to the rele-
vance of the following concepts in gamifica-
tion: fun, motivation, autonomy, progressivity,
feedback, fault tolerance, experimentation,
creativity, and adaptation to the specific case
(LLORENS-LARGO et al, 2016). The adaptive
play cycle concept is also applied in suppor-
ting mobile health applications by encoura-
ging user engagement (LLORENS-LARGO et al,
2016). Another approach relies on an ontologi-
cal structure to represent gamified collabora-
tive learning scenarios (CL) and demonstrates
the utility of this approach in generating perso-
nalized conceptual models for gamification of
CL scenarios based on students’ needs and in-
dividual characteristics (CHALLCO et al., 2015).

It is of great importance to develop a rich
learning environment that truly engages the
student in an immersive learning experience.
To this end, augmented reality (AR) and virtual
reality (VR) resources can be key to success
(JIANG, ZENG, 2019). A much richer experien-
ce with a gamified platform could be achieved
through gesture recognition (GR), as proposed
in Ekneling et al. (2018), which enables the im-
provement of data collection and annotation
through gamification. The article describes a
hand tracking and a GR with the support of
a AR and VR application. On the other hand,
Google’s game Ingress (AR) can serve as a basis
for developing learning from games (SHENG,
2013). Support from AR, VR and immersive 3D
projections can enrich students” museum visit
(PANTILE et al, 2016). In some science fields,
being able to almost physically feel a shape or
even an object will enrich the learning expe-
rience: astronomical concepts are a possible
example (Patricio, 2019), an electrochemis-
try course can also be an application example
(CHEN, LIAO, 2015), or teaching mobile X-ray
imaging (SUNCKSEN, 2018). Learning new lan-
guages will also benefit from the use of AR te-
chnologies (ZHENMING, 2017). Finally, all of
these VR and AR will make important contribu-
tions to learners with disabilities in the context
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of gamification (BOZGEYIKLI, 2014; MAIDEN-
BAUM, AMEDI, 2015).

Blockchain (BC) technology is a new trend
and is growing in popularity. The popularity of
BC has expanded its application beyond a di-
gital currency: from finance, medicine, digital
marketplaces, pharmaceuticals, and govern-
ment agencies. Their relevance is underpinned
by trust, transparency, and integrity, without
the need for a third party to support them (PA-
RIZI, DEHGHANTANHA, 2018). One approach
presented enables Da Vinci discovery through
a novel AR, which combines BC with experien-
tial learning to engage participants in an inte-
ractive discovery of Leonardo da Vinci’s work
(SUVAIDZIC, 2020).

The Internet-of-Things (loT) approach ma-
kes it possible to efficiently build a multitude
of ordinary devices that can be connected to
each other. Any object relevant to the learning
process can be used as a sensor or an actuator.
In addition to the immersive visual experien-
ces described in the previous sections, the loT
allows all objects in the classroom to be used
to measure or directly influence the learning
experience.

2.1 CYBERSECURITY CONCERNS

A gamified system as a learning tool has
great potential, as described in the previous
sections. At the same time, all information
flow, processing, and storage should main-
tain integrity and take all measures to protect
the user’s privacy. Thus, a gamification solu-
tion should consider the cybersecurity risks
(YONEMURA, 2017; SHARIF, AMEEN, 2020).
On the other hand, gamification is a tool for
teaching security awareness (DIAKOUMAKOQOS,
2021; MARTIN et al, 2019; YONEMURA ET AL,
2018; YONEMURA et al, 2018; KUMAR, 2017;
NGUYEN, PHAM, 2020; RAVAL et al, 2018).

The following theoretical construct des-
cribes some general problems related to
the security of a gamified system. First, we
refer to the problem of login and password
security. Authentication via a login and pas-
sword is the most common method for ac-
cessing a gamified tool. Unless good security



practices are implemented, this first process
is a major failure point. A combination of an
unsecured password without a proper aging
mechanism, or even sharing the credentials
with a colleague, pose a serious security risk.
Also of great concern is the risk of remote ac-
cess without the support of a secure connec-
tion such as a Virtual Private Network (VPN).
Multi-level authentication is an important
step in circumventing these security vulnera-
bilities. Several solutions have been proposed
to overcome the described vulnerabilities.
These include support for machine learning
techniques (DJOSIC, et al., 2020; MISBAH-
UDDIN et a.l, 2017), secure login solutions
(WAHEED, 2016), or support for BC technolo-
gy (BISWAS, 2021).

About software vulnerabilities and upda-
tes, we can state that the layer of software is
also of extreme relevance. All the data input,
processing and output in a usable interface are
the result of a secure code execution. Any co-
ding flaw may be the open door for a security
issue, and it is an important point of research
(IANNONE et al., 2022). In particular, over the
communication management software modu-
le — where all the information flows from and
into the communication path: wired or wire-
less, each of it with its particular vulnerabili-
ties.

There are several proposed solutions: the
development of a software vulnerability pre-
diction model. This solution allows predicting
whether a software module is vulnerable or
not, promoting a relevant tool for security im-
provement (SHAMAL, 2017). Automatic vulne-
rability detection is also a proposal. In a new
approach, a compressed experimental setup
is created for accessing the methodology and
reporting the vulnerabilities found (GHOSH,
1998; VISALLI, 2019). Static code analysis (SCA)
also has a good detection rate and is the key
technique to improve the effectiveness of vul-
nerability detection (PEREIRA, 2020). Finally,
the last bibliographic reference is the support
of machine learning solutions as a relevant
tool for software vulnerability analysis (PEER-
ZADA & KUMAR, 2021). A good security policy,
which includes the constant updating of soft-

ware, is also a simple way to improve software
productivity and reduce the threat of software
vulnerabilities.

3 METHODOLOGY

This study adopts a predominantly quan-
titative methodological approach through the
use of a questionnaire survey as a research tool
with a series of questions related to two dif-
ferent areas, i- learning through gamification
in online environments and ii- cybersecurity
practices, in a sample composed of college
students from different academic knowledge
areas. The study aims to understand students’
perceptions of active methods, in the speci-
fic case of gamification in digital learning en-
vironments, and students’ resulting attitudes
towards cybersecurity practices in the same
digital environments.

3.1. STATISTICAL ANALYSIS

Statistical analysis included descriptive
statistical measures (absolute and relative
frequencies, means and their standard devia-
tions) and inferential statistical measures. The
significance level for rejecting the null hypo-
thesis was set at (a) < 0.05. Exploratory factor
analysis (EFS), Cronbach’s coefficient for inter-
nal consistency alpha, Pearson’s correlation
coefficient, and Kruskal-Wallis test were used.
The normality of the distribution of the varia-
bles was analyzed with the Shapiro-Wilk test
and the homogeneity of the variances with the
Levene test. Statistical analysis was performed
using SPSS (Statistical Package for the Social
Sciences) software version 28.

Ninety-five college students from two Por-
tuguese universities participated in the study
(see Table 1). Most of the students are male
(87.4%) and have a high school academic de-
gree (82.1%). The average age is 23.3 years (SD
= 6.6 years) and ranges from a minimum of 18
years to a maximum of 49 years. A significant
proportion of students major in HEI to scien-
ce, math, and computer science (57.9%) and
engineering, manufacturing, and construction
(30.5%).
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Table 1- Sample characterization

N %
Age (Mean; Std. Deviation) 23,6 6,6
Gender
Male 83 87,4
Female 11 11,5
Other 1 1,1
Academic degree
High School 78 82,1
Undergraduate 16 16,8
Specialist 1 1,1

Undergraduate degree in progress

Higher Professional Course (CTeSP) 33 34,7
Undergraduate 56 58,9

Master’s degree 6 6,4

Knowledge area
Sciences, Mathematics, and Informatics 55 57,9
Engineering, I\/Ianuf_acturmg, and 29 30,5
Construction
Social Sciences, Business, and Law 11 11,6

Source: Elaborated by the author (2022).

3.2. RESULTS

In Table 2, we can review students’ re-
sponses to questions about their experiences
with gamification (items 1 through 8) and cy-
bersecurity practises. We highlight the most
frequent responses in grey. The responses
that resulted in higher agreement were, “In
the virtual learning environments or systems
(HEI), I always use a password for my student
account a password that has uppercase and
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lowercase letters, numbers, and symbols.” (M
= 3.61) and “l consider important to imple-
ment different teaching methodologies in
digital learning environments, e.g., Gamifica-
tion.” (M = 3,40). During the online, because
of the pandemic, | took classes in which the
teacher used Gamification techniques.” (M =
2.11) and “I have already been reading (even
partially) the General Data Protection Regu-
lation (GDPR) and | understand everything |
read.” (M =2,21).



Table 2- Gamification and cybersecurity practices

Subtitle:
1 - Totally disagree (%); 2 - Partly disagree (%); 3 - Partially
agree (%); 4 - Totally agree (%) 1 2 3 4 M SD

M - Mean SD - Std. Deviation
1. I have a full understanding, in general terms, of what
lessons with Gamification techniques are.
2.1 can identify when the teacher implements
gamification techniques in class.

3. During the online class period, because of the COVID-
19 pandemic, | took classes in which the teacher used 35,8 253 305 84 2,11 0,99
Gamification techniques.

4.1 have already had classroom lessons in which the
teacher used Gamification techniques.

5. Lessons conducted with Gamification techniques are
more interesting and motivating than traditional lecture 7,4 3,2 47,4 42,1 3,24 0,83

classes.
6. | consider it important to implement different teaching
methodologies in digital learning environments, e.g., 5,3 3,2 379 53,7 3,40 0,79
Gamification.
7. When | use of networked (Internet), gamified, or other
digital teaching and learning resources, | check the 13,7 25,3 46,3 14,7 2,62 0,90
system's origin and its digital certificates.

8. In the virtual learning environments or systems of my
Higher Education Institution (HEI), | always use in my
student account, a password that has uppercase and

lowercase letters, numbers, and symbols.
9.1 am in the habit of periodically changing the
passwords for the systems | use.
10. | only remember to change the password when a
particular system makes such a request.

11. 1 try to inform myself about the security procedures
used in the systems and applications | use in my HEI.
12. 1 only use free antivirus systems (among other
protection systems) on my personal computer for study 16,8 16,8 26,3 40 2,89 1,11
and work.

13. | frequently check that the computer's antivirus is up
to date and functional.

14. | periodically check that my computer's firewall is up
to date and functional.

15. | try to be informed about the best information
security practices to adopt when using the Internet.
16. | have already been reading (even partially) the
General Data Protection Regulation (GDPR) and | 32,6 25,3 30,5 11,6 2,21 1,03

understand everything | read.

10,5 158 495 24,2 2,87 0,90

10,5 179 474 24,2 2,85 091

25,3 24,2 34,7 158 241 1,03

1,1 42 274 674 3,61 0,62

26,3 316 24,2 17,9 2,34 1,06
15,8 21,1 37,9 253 2,73 1,01

13,7 30,5 44,2 116 2,53 0,87

74 189 316 42,1 3,08 0,95
95 22,1 32,6 358 29594 0,98

32 13,7 50,5 32,6 3,13 0,76

Source: Elaborated by the author (2022).
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The questionnaire concluded by asking stu-
dents if they had already been the victim of a
cyberattack that caused tail damage, and if so,
what the cyberattack was. In Table 3, we see that
almost all students indicated that they had never

Table 3- Cyberattacks suffered by students

been a victim of an attack in a digital environ-
ment. However, the few students who indicated
they had ever been a victim of an attack primarily
indicated phishing attacks and ransomware, and
some could not provide any information.

17. Have you ever been the victim of a

cyberattack that caused you any personal,
academic, and/or professional harm? If yes, what

was the attack, and in what context?

N %
Yes 9 9,5
No 86 90,5

Source: authors (2022).

The analysis of the relational structure
of the items of the scale about students’ ex-
periences with gamification was done by an
exploratory factor analysis of the correlation
matrix with extraction of the factors by the
principal components method followed by
varimax rotation. The common factors re-
tained were those with a higher eigenvalue
of 1. The validity of the factor analysis was
checked using the KMO test (0.656- gamifica-
tion and 0.751- cybersecurity) and Bartlett’s

Table 4- Variance explained (Gamification)

test (significant in both sets of questions),
indicating acceptable values for continuing
the analyses. The factor analysis resulted in
a solution with three principal components in
the Gamification question complex explaining
74.3% and three components in the Cyberse-
curity question complex explaining 61.4% of
the total variance (see Table 4 and Table 5).
The components showed good internal con-
sistency when the internal coefficients were
analyzed by the Cronbach Alpha test.

Initial Eigenvalues

Extraction Sums of Squared

Loadings
o)
Component % Cumulative % Cumulative
Total of Total .
. % of Variance %
Variance
1 2,859 40,848 40,848 2,859 40,848 40,848
2 1,279 18,277 59,125 1,279 18,277 59,125
3 1,064 15,205 74,330 1,064 15,205 74,330
4 ,664 9,486 83,817
5 ,556 7,945 91,762
6 ,368 5,253 97,015
7 ,209 2,985 100,000

Source: Elaborated by the author (2022).
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Table 5. Variance explained (Cybersecurity)

Initial Eigenvalues

Extraction Sums of Squared Loadings

0,
Compone % Cumulati % Cumulative
nt Total i Total of
of Variance ve % ) %
Variance

1 3,275 36,389 36,389 3,275 36,389 36,389
2 1,209 13,434 49,823 1,209 13,434 49,823
3 1,046 11,618 61,441 1,046 11,618 61,441
4 ,823 9,145 70,586

5 ,800 8,884 79,470

6 ,640 7,109 86,579

7 ,468 5,200 91,779

8 ,420 4,672 96,451

9 ,319 3,549 100,000

Source: Eiaborated 'by fhe aufhor'(2022').

In the rotated matrix, only elements that had
a saturation level > 0.40 were considered. The
components generated from the gamification
guestion set were labeled as follows: i- “knows
gamification,” ii- “uses gamification,” and iii- “im-
portance gamification.” The components gener-
ated from the cybersecurity question set were la-
beled as follows: i- “best practices IS personal” (IS
means Information Security), ii- “best practices IS
password”, and iii- “best practices IS HEI”.

3.3. HYPOTHESES

For this study and in the context of the

research questions posed, two hypotheses
were formulated, one related to gamifica-
tion and the other to cybersecurity. Statis-
tical analysis was performed through the
Krus-kal-Wallis test between the correlation
of the components generated in the factor
analysis and the independent groups, as
shown below.

H1 - Students, regardless of their higher
education course, clearly understand what
Gamification is and its goals. We found no
statistically significant differences between
students’ majors and their understanding of
gamification, as we can see in Table 6.
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Table 6- Hypothesis test (Gamification)

Hypothesis Test Summary

Null Hypothesis Test Sig.
The distribution of C1 - Knows_Gamification is
- Independent-Samples
1 the same across categories of i 0,391
Kruskal-Wallis Test
current_course_degree.
The distribution of C2 - Uses_Gamification is
i Independent-Samples
2 the same across categories of i 0,496
Kruskal-Wallis Test
current_course_degree.
The distribution of C3 - Independent-Samples
3 Importance_Gamification is the same across P P 0,713

Kruskal-Wallis Test

categories of current_course_degree.

Source: Elaborated by the author (2022)

H2 - Students regardless of their higher
education course, adopt good cybersecu-
rity practices. As shown in Table 7, there
is a significant difference in the adoption
of personal information security best prac-
tices between the groups. Thus, we found
that the difference between the master’s

Table 7- Hypothesis test (Cybersecurity)

degree group and the other course groups
is relevant. We found that the group with
master’s degree (median = 0.897) adopts as
many good information security practices
compared to the undergraduates (median =
-0.020) and the higher professional courses-
CTeSP (median =-0.030).

Hypothesis Test Summary

| Null Hypothesis Test Sig.
1 The distribution of C1 -
Best_practices_IS_personal is the same Independent-Samples
. ) 0,034
across categories of Kruskal-Wallis Test
current_course_degree.
2 The distribution of C2 -
Best_practices_IS_password is the Independent-Samples
. . 0,899
same across categories of Kruskal-Wallis Test
current_course_degree.
3 The distribution of C3 -
Best_practices_IS_HEI is the same Independent-Samples 0875

across categories of
current_course_degree.

Kruskal-Wallis Test

Source: Elaborated by the author (2022).

The results of the survey and the tests of
the hypotheses tend to show that the students’
level of maturity is significant in cybersecurity
practices and consequently in the use of gami-
fied educational computer resources. In this
case, there may be some influence on life and
professional experience on the significance pre-
sented in the scope of master’s degree students
compared to other educational groups. Howev-
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er, we stress that a number of factors can affect
this trend because, specifically, students can
adopt different cybersecurity behaviors and in
the use of gamification resources. This does not
imply, however, that they will fully adopt good
cybersecurity practices and use of information
in virtual learning environments, which is some-
thing that can be generally verified in the survey
conducted for this study.



4 - CONCLUSIONS

The pandemic problem had a profound
effect on civilization in the twenty-first cen-
tury. For the lecturing sector in particular, an
immediate response was required. The COV-
ID19 pandemic presented an opportunity for
a number of novel techniques and technology,
as previously discussed in the sections, to be
the required lever for the introduction of in-
novative practises. The research’s bibliography
unequivocally points to gamification, 10T, Al, or
blockchain as cutting-edge and pertinent edu-
cational techniques. The lecture players are
pushed to their connected gadgets and into
faraway parts as a direct result of the crisis’
physical remoteness. The additional security
issues that teachers and students now face are
also covered in this article.

The methodology used was a survey and
in-depth statistical analysis. Among the main
conclusions: Most participants partially agreed
that they could understand and identify with
gamification in the context of a classroom. On
the other hand, the majority did not have an
idea of how a classroom would work with the
gamification tool. The majority also agree that
it is important to use different teaching meth-
ods such as gamification in digital learning en-
vironments. Gamification is a tool that needs
to be researched, and its implementation has
failed in the pandemic period

Under the research topic of security vul-
nerabilities and user knowledge, there were
most positive responses for the good practice
of using strong passwords, regular concern for
updating the virus list, and the general state of
the firewall.

Some negative points are the following:
there is no practice of a regular password
change, the majority uses free antivirus solu-
tions and there is little knowledge about the
principles, implications, and advantages of the
GDPR.

Finally, the statistical process of hypoth-
esis testing clearly show that there is no cor-
relation between students’ degree and the
understanding of the goals and the definition
of gamification. On the contrary, students with

more literacy adopt better security practices.
Results show that gamification can be used to
achieve cybersecurity literacy objectives, and
HEls should integrate these objectives in their
content, in an effort to establish best practices.
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